Unit 3e


DATA PROTECTION GUIDE
[image: image1.png]



The Data Protection Act requires all organisations which handle personal information to comply with a number of important principles regarding privacy and disclosure.

The Act states that anyone who processes personal information must comply with eight principles. 
The Act works in two ways. Firstly, it states that anyone who processes personal information must comply with eight principles, which make sure that personal information is:

· Fairly and lawfully processed 
· Processed for limited purposes 
· Adequate, relevant and not excessive 
· Accurate and up to date 
· Not kept for longer than is necessary                                                         
· Processed in line with individuals' rights 
· Secure

· Not transferred to other countries without adequate protection 

The second area covered by the Act provides individuals with important rights, including the right to find out what personal information is held on computer and most paper records.

This could be on computer or in some paper records, and includes credit reference details.If members of the public think they're being prevented from seeing information they're entitled to, they can ask us to help. As the Information Commissioner's Office, we're responsible for looking after their rights and making sure personal information isn't misused. Complaints are usually dealt with informally, but if this isn't possible, enforcement action can be taken.

All organisations must make sure that they comply with the Data Protection Act. Should an individual or organisation feel they're being denied access to personal information they're entitled to, or feel their information has not been handled according to the eight principles, they can ask the Information Commissioner to help. Complaints are usually dealt with informally, but if this isn't possible, enforcement action can be taken.

Your rights

How to access information 

This allows you to find out what information is held about you on computer and within some manual records, such as medical records, files held by public bodies and financial information held by credit reference agencies.

Correcting information 

This allows you to apply to a court to order a data controller to correct, block, remove or destroy personal details if they are inaccurate or contain expressions of opinion based on inaccurate information.

Preventing processing of information 

This means you can ask a data controller not to process information about you that causes substantial unwarranted damage or distress. The data controller is not always bound to act on the request.

Preventing unsolicited marketing 

This means a data controller is required not to process information about you for direct marketing purposes if you ask them not to. So, for example, you have the right to stop unsolicited mail.

Preventing automated decision making 

This means you can object to decisions made only by automatic means, ie where there is no human involvement.

Claiming compensation 

This allows you to claim compensation through the courts from a data controller for damage, and in some cases distress, caused by any breach of the Act.

Exempt information 

This allows you to ask the ICO to investigate and assess whether the data controller has breached the Act. Please read our how to complain section, which explains how to do this.

Access to official information Freedom of Information Act 2000
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The Freedom of Information Act and Environmental Information Regulations give you the right to request official information held by public authorities, companies wholly owned by public authorities in England, Wales, Northern Ireland and non-devolved public bodies in Scotland.

You might not always be able to access the information you request as there are sometimes valid reasons why some kinds of information may be withheld, such as if its release would prejudice national security or damage commercial interests.

The public authority generally has 20 working days to provide the information that you have requested and they are not obliged to deal with vexatious or repeated requests.

We will investigate the case fully and either uphold the authority's use of an exemption or decide that the information must be disclosed. If we are unable to resolve your complaint informally, we may issue a decision notice stating whether or not the public authority has complied with the Act and whether the information should be disclosed.

What does the Freedom of Information Act do?

The Freedom of Information Act (FOIA) gives you the right to know what government and other public bodies are doing, by giving you access to the information they hold.

This 'right to know' makes it easier for you and those you work with to engage in - or provoke - more informed debate on the issues that matter to you.

It enables you to find out more about decisions by public authorities and how these might affect your organisation and its users, members or beneficiaries. For example:

· what plans are there for community facilities? 

· how are funding priorities decided? 

· policy consultations - whose voices are heard? 

· what evidence is there for or against a particular policy?

The Freedom of Information Act is backed up by an independent appeals process: the Information Commissioner has responsibility for ensuring that public bodies comply with the legislation and will investigate complaints if asked to do so when a request for information under the FOIA (or under the Environmental Information Regulations) has been refused. 

Privacy & electronic communications guide


The Privacy and Electronic Communications Regulations apply to unsolicited electronic marketing messages sent by telephone, fax, email or text.

If you want to make automated telephone calls or send a fax to and individual you must have the subscriber's consent, and include your identity in the call.

If they wish, subscribers can opt out of direct marketing phone calls. People on the Telephone Preference Service (TPS) register should not receive these type of calls unless they give their permission. Businesses may also register with TPS to prevent unsolicited marketing calls.

Individual and corporate subscribers can register their objection to receiving unsolicited direct marketing faxes by registering their number with the Fax Preference Service.

Unsolicited marketing material by electronic mail (this includes texts, picture messages and emails) should only be sent if the person has chosen to receive them, unless the email address was obtained as a result of a commercial relationship. The individual should always be given the opportunity to stop receiving the emails.

The ICO is working with its European counterparts and the US to try to reduce spam, but these regulations only apply to spam sent from within the EU. There is currently no legislation to cover spam sent to business addresses.

Freedom of information guide

The Freedom of Information Act came into force on 1 January 2005. It deals with access to official information. In addition there are also regulations which provide access to environmental information. These are known as the Environmental Information Regulations.

The Freedom of Information Act applies to most public authorities. It also applies to companies which are wholly owned by public authorities.

The Act gives the public a general right of access to information held by public authorities. The Act also requires public authorities to have an approved publication scheme, which is a means of providing access to information which an authority proactively publishes.

When responding to requests, there are procedural requirements set out in the Act which an authority must follow. There are also valid reasons for withholding information, which are known as exemptions from the right to know. 
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Copyright, Designs and Patents Act 1988

The Copyright, Designs and Patents Act 1988, is the current UK copyright law. It gives the creators of literary, dramatic, musical and artistic works the right to control the ways in which their material may be used. The rights cover: Broadcast and public performance, copying, adapting, issuing, renting and lending copies to the public. In many cases, the creator will also have the right to be identified as the author and to object to distortions of his work.

Copyright arises when an individual or organisation creates a work, and applies to a work if it is regarded as original, and exhibits a degree of labour, skill or judgement.

Interpretation is related to the independent creation rather than the idea behind the creation. For example, your idea for a book would not itself be protected, but the actual content of a book you write would be. In other words, someone else is still entitled to write their own book around the same idea, provided they do not directly copy or adapt yours to do so.

Names, titles, short phrases and colours are not generally considered unique or substantial enough to be covered, but a creation, such as a logo, that combines these elements may be.

Normally the individual or collective who authored the work will exclusively own the rights. However, if a work is produced as part of employment then normally the work belongs to the person/company who hired the individual. For freelance or commissioned work, rights will usually belong to the author of the work, unless there is an agreement to the contrary, (i.e. in a contract for service).

Only the owner, or his exclusive licensee can bring proceedings in the courts against an infringement. 
Types of work covered

1. Literary    Song lyrics, manuscripts, manuals, computer programs, commercial documents, leaflets, newsletters and articles etc.
2. Dramatic    Plays, dance, etc.
3. Musical    Recordings and score.
4. Artistic    Photography, painting, architecture, technical drawings/diagrams, maps, logos, etc.
5. Typographical arrangement of published editions  Magazines, periodicals, etc.
6. Sound recordings  May be recordings of works, e.g. musical and literary.
7. Films    Broadcasts and cable programmes.
The Computer Misuse Act 

The Computer Misuse Act 1990 provides for a number of criminal offences. The Act came in to force on 1 February 1991. 

Three main areas of offence are defined by the existing act: Unauthorised access to computer material (detailed in Section 1 of the Act), Unauthorised access with intent to commit or facilitate commission of further offences (Section 2), and Unauthorised modification of computer material (Section 3). Offences under Section 1 are the least penalised, those under Section 3 the most. 

Section 1 - Unauthorised access to computer material 

(1) A person is guilty of an offence if-- 

(a) he causes a computer to perform any function with intent to secure access to any program or data held in any computer; 

(b) the access he intends to secure is unauthorised; and 

(c) he knows at the time when he causes the computer to perform the function that that is the case. 

Section 2 - Unauthorised access with intent to commit or facilitate commission of further offences 

(1) A person is guilty of an offence under this section if he commits an offence under section 1 above ("the unauthorised access offence") with intent-- 

(a) to commit an offence to which this section applies; or (b) to facilitate the commission of such an offence (whether by himself or by any other person); and the offence he intends to commit or facilitate is referred to below in this section as the further offence. 

Section 3 - Unauthorised modification of computer material 

(1) A person is guilty of an offence if-- (a) he does any act which causes an unauthorised modification of the contents of any computer; and (b) at the time when he does the act he has the requisite intent and the requisite knowledge. 
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(2) For the purposes of subsection (1)(b) above the requisite intent is an intent to cause a modification of the contents of any computer and by so doing-- (a) to impair the operation of any computer; (b) to prevent or hinder access to any program or data held in any computer; or (c) to impair the operation of any such program or the reliability of any such data.

Computer Health And Safety

Although it is unlikely that computer equipment will be dangerous in itself, it can be used in ways which can be a hazard to health of staff. 

This article provides an overview of the relevant law and risks relating  to computer health and safety and provides some guidance on avoiding  problems.
The Law
The number of computers in the workplace has increased rapidly over the last few years and it is now quite normal for most staff in voluntary organisations to be exposed to computer usage. The Health and Safety at Work Act lays down legal standards for computer equipment and requires employers to take steps to minimise risks for all workers. Workers have received substantial damages for injuries caused through use of computers where the employer could have foreseen the risk but did nothing about it. 

The main regulations covering the use of computer equipment include: 

· Health & Safety (Display Screen Equipment) Regulations 1992 

· Management of Health & Safety at Work Regulations 1992 

· Provision and Use of Work Equipment Regulations 1992 

· Workplace (Health, Safety and Welfare) Regulations 1992 

Improving health and safety practice should be taken seriously, although it need not take much time or expense. Measures employers should take include: 

Understanding the law - make sure someone in your organisation has a health and safety brief covering all areas, not just computers. 

Being aware of the health risks - the government officially recognises some of the risks although there are some grey areas you'll need to make up your own mind about. 

Assessing the risks - using procedures set out in the law - be systematic and get help if you need it. Get a health and safety audit done by a competent organisation if necessary. 

Taking steps to minimise the risks - this may only involve taking simple measures.  Training all users to recognise the risks - if people aren't aware of  the dangers they can't take adequate precautions to protect their health. 

Taking users views seriously - if users feel there is something wrong there often is. 

The Risks 

With the increase in computer use, a number of health and safety concerns related to vision and body aches and pains have arisen. Many problems with computer use are temporary and can be resolved by adopting simple corrective action. Most problems related to computer use are completely preventable. However it is important to seek prompt medical attention if you do experience symptoms including:

· continual or recurring discomfort

· aches and pains

· throbbing

· tingling

· numbness

· burning sensation

· or stiffness.  
Seek help even if symptoms occur when you are not working at your computer. 
Laptop computers can present particular problems due to small screens, keyboards and inbuilt pointing devices (e.g. a small portable mouse or touchpad). Prolonged use of laptops should be avoided. If using a laptop as a main computer (i.e. use as a normal desktop computer in addition to use as a portable), it is advisable to use the laptop with a docking station. This allows an ordinary mouse, keyboard and monitor to be used with the laptop. 
The main risks associated with using computers include: 

· Musculoskeletal problems 

· Eye strain and a greater awareness of existing eye problems 

· Rashes and other skin complaints have also been reported, although it is  thought these are caused by the dry atmosphere and static electricity associated with display units rather then by the display units themselves. 

There are potential risks from radiation though this is a contentious area. 
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Musculoskeletal problems

These can range from general aches and pains to more serious problems and include: 

· Upper limb disorders such as repetitive strain injury (RSI) 

· Tenosynovitis and carpal tunnel syndrome - by far the most important as  it can quickly lead to permanent incapacity 

· Back and neck pain and discomfort 
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Tension stress headaches and related ailments 

· These types of problem can be caused by: 

· Maintaining an unnatural or unhealthy posture while using the computer 

· Inadequate lower back support 

· Sitting in the same position for an extended period of time 

· An ergonomically poor workstation set up 
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Eye strain

Computer users can experience a number of symptoms related to vision including: 

· Visual fatigue 

· Blurred or double vision 

· Burning and watering eyes 

· Headaches and frequent changes in prescription glasses 

Computer work hasn't been proven to cause permanent eye damage, but the temporary discomfort that may occur can reduce productivity, cause lost work time and reduce job satisfaction. Eye problems are usually the result of visual fatigue or glare from bright windows or strong light sources, light reflecting off the display screen or poor display screen contrast.
Prevention is better than cure. Several relatively straightforward precautions can be taken by computer users to avoid problems. 

Avoiding Musculoskeletal problems

General precautions to avoid musculoskeletal problems include: 

· Taking regular breaks from working at your computer - a few minutes every hour 

· Alternating work tasks 

· Regular stretching to relax your body 

· Using equipment such as footrests, wrist rests and document holders if  you need to 

· Keeping your mouse and keyboard at the same level 

· Avoiding gripping your mouse too tightly - hold the mouse lightly and click gently 

· Familiarise yourself with keyboard shortcuts for applications you  regularly use (to avoid overusing the mouse) 

      It is also important to have your workstation set up correctly. Your workstation includes monitor, keyboard, mouse, seating, desk, and where appropriate, footrest (to enable you to put your feet flat if they would otherwise not reach the floor), wrist rest, and document holder. 
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Monitors should: 

· Swivel, tilt and elevate - if not use an adjustable stand, books or  blocks adjust the height 

· Be positioned so the top line of the monitor is no higher than your eyes or no lower than 20° below the horizon of your eyes or field of vision 

· Be at the same level and beside the document holder if you use one 

· Be between 18 to 24 inches away from your face 

Keyboards should: 
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Be detachable and adjustable (with legs to adjust angle) 

· Allow your forearms to be parallel to the floor without raising your elbows 

· Allow your wrists to be in line with your forearms so your wrists does not need to be flexed up or down 

· Include enough space to rest your wrists or should include a padded detachable wrist rest (or you can use a separate gel wrist rest which  should be at least 50 mm deep) 

· Be placed directly in front of the monitor and at the same height as the mouse, track ball or touch pad 
Chairs should: 

· Support the back - and have a vertically adjustable independent back rest that returns to its original position and has tilt adjustment to  support the lower back 
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Allow chair height to be adjusted from a sitting position 

· Be adjusted so the back crease of the knee is slightly higher than the pan of the chair (use a suitable footrest where necessary) 

· Be supported by a five prong caster base 

· Have removable and adjustable armrests 

· Have a contoured seat with breathable fabric and rounded edges to distribute the weight and should be adjustable to allow the seat pan to  tilt forward or back 
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Tables and desks should: 

· Provide sufficient leg room and preferably be height adjustable 

· Have enough room to support the computer equipment and space for documents 

· Be at least 900 mm deep 

· Have rounded corners and edges 

Avoiding Eyestrain

Precautions that can be taken to avoid eyestrain include: 

· Exercising the eyes by periodically focusing on objects at varying distances 

· Blinking regularly 

· Keeping the air around you moist - for example using plants, open pans of water or a humidifier (spider plants are said to be particularly good for this removing chemical vapours from the air) 

· Adjusting the screen height / seating so that when sitting comfortably your eyes are in line with the top of the monitor screen 

· Adjusting the brightness control on your monitor for comfort 

· Adjusting the contrast on your monitor to make the characters distinct from the background 

· Adjusting the refresh rate of your monitor to stop it flickering 

· Positioning monitors to avoid glare (e.g. not directly in front of windows) 

· Keeping your monitor the screen clean 

· Keeping the screen and document holder (if you use one) at the same distance from your eyes 

· Servicing, repairing or replacing monitors that flicker or have inadequate clarity 

· Regular eye testing - do this at least once every 2 years and more frequently necessary - especially if you are experiencing eye problems related to using display equipment. Indicate the distance from your eyes to the monitor to your optician and talk to them regarding special lenses or the use of bifocals. 

Summary: 

Computers are an essential tool in the work of most organisations. Although problems occur through their use, with the proper equipment, ergonomic workstation design, proper techniques and working practices, the risk of problems can be greatly reduced. 

The law places certain responsibilities firmly with the employer, however, as individuals there are practical measures we all can and should take to avoid harming our health. 
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