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 <Type your name in here> 
DATA MISUSE, DATA PROTECTION, AND COPYRIGHT
	As more and more people use computers at work and in the home, there has been a growing problem with data misuse. Before the introduction of electronic data storage, all data was kept as hard copies (i.e. information had to be written down, typed using a typewriter, or printed). To get hold of this information required someone to search through large amounts of paper records, and this could sometimes take hours, if not days. Now it can be found in seconds.
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The downside of this is that people have almost instant access to information about other people, and that this information can be copied electronically and altered. This is happening at a time when most people still think ‘pre-electronically’. For example, some people write their debit card PIN number on a piece of paper that they keep in their wallet … with their debit card! They do this because they might forget the number, but they are actually giving a thief free access to their bank account. Likewise, some people answer emails asking for personal details in the belief that they come from their online bank, only to discover that they are actually from fraudsters who want to steal money from their bank accounts.
Hackers make it their mission in life to break through computer security systems, and they are a major threat to anyone’s personal data. Some hackers do it because they like the challenge, some do it for fun, but many do it because it is an easy way to make money, either by using the data they ‘steal’ themselves or by selling it to other criminals.

Computer fraud, along with identity theft, is a growing problem. Police forces – like the Metropolitan Police – have set up specialist units to combat this type of crime.
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Who are we?

“The Computer Crime Units a cenre of excellence in regard to computer and cyber crime
commitied under the Computer Misuse Act 1990, notably hacking, maliciously creating and
spreading viruses and counterfeit software. The unit provides a computer forensic duty offcer and
offers computer evidence retrieval advice to officers

Computer crime and the Internet

‘The intemational nature ofthe Inemet means that any attemptto deal with Intemet-related crime
will always be complicated by questions of jurisdiction. Laws vary from country to country and UK
police have no power 1o intervene directly against criminal material on computers in another
county or against criminals operating in another country.

Efforts to combat problems such as exreme hardcare pomography, racist hate crime or malicious
attempts to interfere with computer systems depend upon co-operation between law enforcement
agencies in difisrent countries and, vitally, upon the voluntary co-operation of the Intemet industry.

This page outines avenuss that are open in London for dealing with computer crime and intemet-
related crime.





The only way to ensure that data that is held electronically is a secure as possible is to follow suitable counter-measures:
· Use virus protection software.
· Use a firewall.
· Don’t open unknown email attachments.
· Don’t run programs of unknown origin.
· Disable hidden filename extensions.
· Keep all applications (including your operating system) patched (i.e. make sure that the latest upgrades to the program’s security has been installed).
· Turn off your computer or disconnect from the network when not in use.
· Disable Java, JavaScript, and ActiveX if possible.
· Disable scripting features in email programs.
· Make regular backups of critical data.
· Make a boot disk in case your computer is damaged or compromised.
How many of these counter-measures do you have in place on your computer at home?

	I use virus protection software.
	 <( or x> 
	I use a firewall.
	 <( or x> 

	I don’t open unknown email attachments.
	 <( or x> 
	I don’t run programs of unknown origin.
	 <( or x> 

	I have disabled hidden filename extensions.
	 <( or x> 
	I keep all applications (including your operating system) patched.
	 <( or x> 

	I turn off my computer or disconnect it from the network when not in use.
	 <( or x> 
	I have disabled Java, JavaScript, and ActiveX.
	 <( or x> 

	I have disabled scripting features in email programs.
	 <( or x> 
	I make regular backups of critical data.
	 <( or x> 

	I have made a boot disk in case my computer is damaged or compromised.
	 <( or x> 
	


Not all personal data misuse is deliberate. Sometimes erroneous data can be added to or associated with data about a person without them knowing. Mistakes like this sometimes only come to light a long time after the mistake has been made.

For example, if you move to a new address, and someone who did not pay their credit card bills previously lived at that address, you might be refused a loan when a computer search was made by the finance company or bank. The address may have been identified as being ‘at risk’ even though the previous person to live there – and not you – was the credit risk.
Likewise, people with similar names can have data intended for someone else added to their personal files by mistake. Mr John L Smith might be suffering from a serious illness, but if that data is put into Mr John I Smith’s data file the former might not get the treatment they need and the latter may be prescribed inappropriate drugs – the results for both being potentially fatal.
The law does provide some protection to individuals and organisations. The legislation that does this is the Data Protection Act (1998). It created the post of Data Protection Commissioner – now known as the Information Commissioner – and it is their job to ensure that any data held complies with the eight Principles of Data Protection.
The Act requires anyone who has a database to register that fact with the Information Commissioner. There are exceptions to this, but in most cases these only apply to databases that are held by individuals for legitimate non-commercial use (i.e. ‘Personal data processed by an individual only for the purposes of that individual's personal, family or household affairs (including recreational purposes) are exempt’
).
Visit the Information Commissioner’s website (http://www.ico.gov.uk/) and the Data Protection Act (1998) (http://www.opsi.gov.uk/ACTS/acts1998/80029--l.htm#sch1) and list the eight Principles of Data Protection:
	The eight principles are:

 <Type in the first principle here> 
 <Type in the second principle here> 
 <Type in the third principle here> 
 <Type in the fourth principle here> 
 <Type in the fifth principle here> 
 <Type in the sixth principle here> 
 <Type in the seventh principle here> 
 <Type in the eight principle here> 


Under the terms of the data Protection Act, everyone has the right to:

· See any personal details held on a computer or paper-based data system.

· See a description of the data that is held about them.

· Know why data is about them is held.

A person can request a copy of this information by sending a request (and usually a small fee to cover the cost of the printing) to an organisation that is holding data about them. The organisation then has 40 days to reply to the request.

There are exceptions to these rights. These exceptions include:

· Information that can prevent or help detect a crime.

· Information that can be used to catch or prosecute offenders.

· Information relating to the collection of taxes and duties (e.g. Income Tax, VAT).

· Certain medical or social workers reports.

	Why do you think that there are exemptions for the Police, the Prison Service, the Crown Prosecution Service, the Security Services, the Armed Services, and Her Majesty’s Revenue and Customs to the Data Protection Act?

 <Type your answer here> 


Besides protecting individuals and organisations from data misuse, the law also protects individuals and companies that produce computer software from software piracy.

Software piracy is the illegal copying of software BY ANYONE!
. It is one of the most lucrative examples of computer crime, and it is very widespread. For example, it is estimated that over 66% of the computer software used in Europe is illegal.
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	Although it does not seem very wrong to ‘steal’ a computer program by copying it, the cost to the computer programmers and software houses who have spent time and money developing the software is high. As a result, software piracy is now being treated as a very serious crime, and the penalties can be severe.

In the UK the organisation responsible for protecting software is FAST (Federation Against Software Theft), and they help the police and local trading standards officers to enforce the Copyright, Designs and Patents Act (1989).


This act makes it a criminal offence to copy or steal software, including:

· Copying or distributing software or manuals without the permission of the copyright owner (usually the software developer).

· Using purchased software covered by copyright on more than one computer unless this is permitted by the software licence.

· Encouraging or allowing people to copy or distribute illegal copies of software.

A person guilty of an offence under this act may be sent to prison for up to ten years and be fined!

If you have completed all the work correctly you should now know the following:

· That data held in electronic form is potentially easier to misuse than other forms of data.

· That inaccurate data held on personal files can have serious effects.

· The provisions of the Data Protection Act (1998) (including the requirement to register, the responsibilities of data users, the rights of data subjects, and the full and partial exemptions to the act).

· That copying software without permission is illegal.

· The consequences of software piracy for computer programmers, software houses, and the software pirate.

You may now print this work off and store it in your user area so that you can use it to revise from at a later date.
Extension Task:
Cheap, pirated software may be very attractive to buy but it may cause you major problems if you download it onto your computer. What might happen to your computer and/or personal data held on your computer if you download pirated software?
�	Section 36, Part IV of the Data Protection Act (1998).


�	This includes copying a computer game ‘for a friend’!
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