Booklet 9

Networks

Transferring data

· Most commercial computer users need to allow their employees to share data.

· It also needs more than one employee to access the data at the same time.

· The solution to this is for the commercial computer users to have computer networks.

Computer networks

· A computer network is a series of computer systems that are connected together so that they can share computing power and/or storage facilities.

· There are two main types of network.

· These are:

· Local Area Networks (LAN) – are usually confined to a single building or site.

· Wide Area Networks (WAN) – cover a wider geographical area (e.g. anywhere in the World).

· Advantages of networks

· Devices (e.g. laser printers) can be shared.

· Software can be shared.

· All users can access and update files from anywhere on the network.

· Data and software can be stored centrally.

· Network security can ensure that only authorised users can access data.

· Disadvantages of networks

· Networks can be expensive to install and operate.

· Networks can be temperamental.

· Server breakdowns cause the whole network to stop working.

· Any network breakdowns can cause chaos. 

· Security must be of the highest level possible to ensure that unauthorised access and infection by computer viruses are prevented.

Network topologies
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Hierarchical networks

· In some networks one or more computers are more powerful than the others.

· These networks are called hierarchical networks.

· These more powerful computers usually look after specific functions on the network and are called servers (e.g. file servers, printer servers).

· File servers manage all the files stored on the network, including program and data files.

· File servers are also used to store program and data files.

· Printer servers manage all the printing requests on the network.

Modems

· On WAN networks such as the Internet, computers can be connected to the network using normal telephone lines.

· To do this the computer must be equipped with a modem (Modulator – Demodulator).

· The modem converts digital signals into analogue signals that can be sent along telephone lines.

· It can also convert analogue signals it receives back into digital signals the computer can use.

· The speed of a modem (e.g. 56,000 bits per second) determines how quickly signals can be sent and received.

Network software and hardware

· Networks require specific software and hardware in order to work including:

· A network operating system.

· Network cabling (e.g. metal or fibre optic cables) and connectors or wireless media (e.g. radio, microwave, or infra-red).

· Network cards.

· The quality of the software and hardware used will determine the speed at which data is transferred (i.e. the data transfer speed).

· The data transfer speed is the speed at which data is transferred from the server to a workstation/terminal.

· Download time is the time this data transfer takes.

Network security

· Keeping networks secure is very important.

· This is usually done by giving all users a:

· User ID – a unique name or number that identifies each individual network user and allocates each user’s file access.

Password – a string of letters and/or numbers that is only known by each individual user.
Computer security

· Computer security is concerned with the protection of software, hardware, and – most importantly – data.

· Data costs lots of time and money to collect and process, and its loss can cause serious problems, especially for businesses.

The consequences of data loss

· Loss of customer goodwill.

· Late delivery of goods.

· Bad decision making.

· Adverse publicity.

· Cash flow problems.

Types of computer security

· Physical security including:

· Prevention from theft.

· Protection from fire.

· Protection from environmental hazards.

· Software security including:

· Protection from viruses.

· Backing up data.

· Protecting files.

· Encryption.

Physical security

· Prevention from theft can include:

· Making sure the building is secure (e.g. burglar alarms, the use of security locks, staff must wear security badges).

· Keeping a log of hardware serial numbers.

· Having removable hard drives that can be locked in a safe when not in use.

· Keeping back ups and copies of files in secure off-site locations.

· Protection from fire can include:

· Smoke detectors in computer rooms.

· Inert gas flooding anti-fire systems for computer rooms.

· Fireproof doors on computer rooms.

· Protection from environmental hazards can include:

· Air conditioning that keeps computer rooms at the optimum temperature.

· Air filters that keep dust out of computer rooms.

· Humidity controls that keep the level of water in the atmosphere at the optimum level.

Software security

· Protection from viruses can be ensured by:

· The use of up-to-date antivirus software on the computer network.

· The use of new (not second hand or copied) software.

· Regular antivirus ‘sweeps’ of the network.

· Not allowing the installation of software by unauthorised users.

· Backing up data needs to be done on a regular basis, and the back up copies kept in a secure location away from the computer network (i.e. not just as a separate file on the computer network).

· Back ups need to be made because files are sometimes lost due to:

· Human error - it is very common for users to delete files by mistake.

· Hardware failure – a computer hard drive is likely to fail (i.e. stop working properly) on average once every 27 months

· Files can be protected in a variety of ways including:

· The use of passwords for user access to the computer network and on individual user areas and/or files.

· Restricting user access to only those areas of the computer network they need to access.

· Write protecting files that are kept on floppy disk.

· Encrypting (encoding) data stops unauthorised people being able to read the data.

· Only users who have the key to the code can decode the data.

· Encryption is particularly useful when data is being sent over a WAN system (e.g. the Internet)

Encryption is used by online businesses to protect a customer’s confidential financial data (e.g. credit card details) from being accessed by someone who could use that data fraudulently.
EXAMINATION QUESTIONS

Communications software allows a computer user to:
a. Use more than one program at a time
b. Enter data using a touch screen
c. Send electronic mail over the Internet
d. Enter data by speaking into a microphone

A major advantage of a networked computer system compared to stand alone computers is:
a. Not so much electricity will be needed
b. Only one printer will be needed
c. Each user will get to their files more quickly
d. No-one can copy your files

A WAN is:
a. Computers on different sites connected using telephones / satellites
b. Computers on one site connected using telephones / satellites
c. Computers on one site connected using cabling
d. Computers on different sites connected using cabling

One method of backing up data is to keep the current and two earlier versions of the same file. Which best describes this method?
a. Grandfather, son, father
b. Son, grandfather, father
c. Grandfather, father, son
d. Father, son, grandfather
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