Booklet 10

Data Protection

Loyalty cards

· Many companies use loyalty cards to encourage consumers to use their shops and services.

· They also use them to collect data about their customers.

· This data is personal and sensitive, and if misused could cause an individual consumer considerable inconvenience, embarrassment, or loss of privacy. 

· Because of the sensitive nature of the information held on loyalty card databases, it is important that only those people who have a legal reason to see it should have access to it.
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Homebase Spend & Save Card – it is a loyalty card that can be used in any branch of Homebase.
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Co-op Dividend Card – it is a loyalty card that can only be used in branches of the South East Co-op.
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A Nectar Loyalty Card – it collects information about consumers who use Sainsbury’s, Barclaycard, Debenhams, and BP.


The misuse of electronic databases

· There are several ways in which data stored on electronic databases can be misused.

· These include:

· Cross referencing

It is easy to link data from different system together, thus allowing unauthorised users to access it.

· Danger of hacking

If communication links (e.g. Internet) are used to connect different users to the database there is a risk of unauthorised people (hackers) gaining access to confidential information.

· Making alterations

If alternations are made there is no record of the original. (N.B. Most databases do have an audit trail of changes but they are not easy to use.)

The principles of Data Protection

· Everyone has the ‘right to privacy’ (i.e. no one wants to have their personal details - medical, financial, educational, political - available to anyone).

· Because databases often hold such data about people, they have to be protected from misuse.

· This protection is enshrined in the EIGHT PRINCIPLES OF DATA PROTECTION.

What is personal data?

· Personal data covers both facts and opinions about the individual.

· It also includes information regarding the intentions of the data controller towards the individual, although in some limited circumstances exemptions will apply.

· With processing, the definition is far wider than before. For example, it incorporates the concepts of 'obtaining', holding' and 'disclosing'. 

What is sensitive personal data?

· Sensitive personal data may not – in normal circumstances – be disclosed.

· It includes:

· Information about a subject’s racial or ethnic origins.

· Information about a subject’s religious or political beliefs.

· Information about a subject’s membership of a trade union or political party.

· Information about a subject’s physical or mental health.

· Information about a subject’s criminal record or allegations of criminal activity.

· Only very specific users may create or hold databases that contain sensitive personal data.

· These include:

· The Police, the Prison Service, and Home Office.

· The Crown Prosecution Service.

· The Security Services.

· The Armed Forces.

· Parts of the National Health Service.

· Local Government Social Services.

· Schools.

The eight Principles of Data Protection

· Anyone processing personal data must comply with the eight enforceable principles of good practice.

· The eight principles state that data must be:

1. Fairly and lawfully processed.

2. Processed for limited purposes.

3. Adequate, relevant and not excessive.

4. Accurate.

5. Not kept longer than necessary.

6. Processed in accordance with the data subject's rights.

7. Secure.

8. Not transferred to countries without adequate protection.

The Data Protection Act

· The eight principles are enforced in the UK by Act of Parliament.

· This is the DATA PROTECTION ACT (1998).

· They also form part of the FREEDOM OF INFORMATION ACT (2000).

· The person in charge of making sure that both Acts are enforced is the INFORMATION REGISTRAR (formerly the DATA PROTECTION REGISTRAR).

The Information Registrar

· The Information Commissioner enforces and oversees the Data Protection Act 1998 and the Freedom of Information Act 2000.

· The Commissioner is a UK independent supervisory authority reporting directly to the UK Parliament and has an international role as well as a national one.

· In the UK the Commissioner has a range of duties including the promotion of good information handling and the encouragement of codes of practice for data controllers.

· A data controller is anyone who decides how and why personal data, (information about identifiable, living individuals) are processed.

A person’s rights under the Data Protection Act

· Everyone has the right to see any personal details held on a computer or paper-based data system.

· Everyone also has the right to see a description of the data that is held about them.

· Everyone also has the right to know why data is about them is held.

· A person can request a copy of this information by sending a request (and usually a small fee to cover the cost of the printing) to an organisation that is holding data about them.

· The organisation then has 40 days to reply to the request.

· There are exceptions to this.

· These include:

· Information that can prevent or help detect a crime.

· Information that can be used to catch or prosecute offenders.

· Information relating to the collection of taxes and duties (e.g. Income Tax, VAT).

· Certain medical or social workers reports.

Computer crime

· The growth of use of computerised payment systems – particularly the use of credit cards and debit cards – has led to a rise in computer crime.

· Now that companies and people no longer use cash as much as they did in the past, stealing money using a computer has become more frequent.

· Credit cards allow users to pay for goods as and when they need them, and then to pay a single bill (or part of what is owed) at the end of a month.

· Debit cards have replaced cheques as a means of payment, and the money is taken out of the user’s bank account.

· They are also used to get cash from cash machines (also known as Automatic Teller Machines [ATM], ‘holes in the wall’, or bank machines).
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A typical Automatic Teller Machine


· A debit card holder who is using an Automatic Teller Machine to withdraw money from their bank account identifies themselves by the use of a PIN (personal identification number).

· Although this should be more secure than using a credit card, users often use a PIN that they keep with their debit card or allow strangers to watch them input the numbers on the ATM keypad.

Debit and credit card use

· Since the introduction of debit and credit cards in the 1980s, there has been a continual battle between the debit and credit card providers – the banks and credit card companies – and fraudsters.

· As each new security device has been added, the fraudsters have tried to find ways to get round them.

· The first debit and credit cards relied upon encrypted (encoded) data that was stored on magnetic tape on the back of the card.

· The growth on Internet sales meant that a further security device was needed, and this led to the introduction of a 3 digit check number on the back of the card.
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The back of a credit card showing the magnetic strip on which encrypted data is stored and 3 digit check number


· This did little to stop card fraud, and the latest security device is the addition of a computer chip that contains encoded information onto credit and debit cards.

· The ‘chip and pin’ system will prevent some computer fraud, but it is likely that fraudsters are already developing ways to overcome it.
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A computer chip that carries encrypted data for use with a ‘chip and pin’ security system


· The next likely development in debit and credit card protection is to include biometric data (e.g. fingerprint or iris print data) within the chip.

· As fingerprints and iris print data is unique to an individual, this might prevent most card fraud.
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A typical ‘chip and pin’ card reader
Software piracy

· One of the most lucrative examples of computer crime is software piracy.

· This is the illegal copying of computer programs, and it is very widespread.

· It is estimated that over 66% of the computer software used in Europe is illegal.

· Although it does not seem very wrong to ‘steal’ a computer program by copying it, the cost to the computer programmers who have spent time and money developing the software is high.

Software piracy is now being treated as a very serious crime, and the penalties can be severe.
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· The organisation in the UK responsible for protecting software is FAST (Federation Against Software Theft).

· They help the police and local trading standards officers to enforce the law. 

Copyright, Designs and Patents Act (1989)

· This makes it a criminal offence to copy or steal software.

· This includes:

· Copying or distributing software or manuals without the permission of the copyright owner (usually the software developer).

· Using purchased software covered by copyright on more than one computer unless this is permitted by the software licence.

· Encouraging or allowing people to copy or distribute illegal copies of software.

· A person guilty of an offence under this act may be sent to prison for up to ten years and be fined!

Computer Misuse Act (1990)

· This act deals with:

· Deliberately infecting a computer system with a virus.

· Using an employer’s computer to carry out unauthorised work.

· Using a computer to commit software piracy.

· Using a computer to hack into another computer.

· Using a computer to commit a fraud.

EXAMINATION QUESTIONS

A hospital uses a computer system which contains a patient database. Access to the database is restricted for these possible reasons:
1. to make sure the data is not misunderstood
2. to make sure the data is kept confidential
3. to comply with the law
4. for technical reasons
The two main reasons are:
     a. 1 and 2
     b. 2 and 3
     c. 3 and 4
     d. 4 and 1
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2. to make sure the data is kept confidential
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     a. 1 and 2
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Which is not one of the principles of the Data Protection Act?
a. Data must be collected fairly and lawfully
b. Data can only be used for the purpose specified
c. Data must be accurate and kept up to date
d. Data must only be used for accounting purposes
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