GCSE ICT – Computers and the Law

Computer crime

· The growth of use of computerised payment systems – particularly the use of credit cards and debit cards – has led to a rise in computer crime.

· Now that companies and people no longer use cash as much as they did in the past, stealing money using a computer has become more frequent.

· Credit cards allow users to pay for goods as and when they need them, and then to pay a single bill (or part of what is owed) at the end of a month.

· Debit cards have replaced cheques as a means of payment, and the money is taken out of the user’s bank account.

· They are also used to get cash from cash machines (also known as Automatic Teller Machines [ATM], ‘holes in the wall’, or bank machines).
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A typical Automatic Teller Machine


· A debit card holder who is using an Automatic Teller Machine to withdraw money from their bank account identifies themselves by the use of a PIN (personal identification number).

· Although this should be more secure than using a credit card, users often use a PIN that they keep with their debit card or allow strangers to watch them input the numbers on the ATM keypad.

Debit and credit card use

· Since the introduction of debit and credit cards in the 1980s, there has been a continual battle between the debit and credit card providers – the banks and credit card companies – and fraudsters.

· As each new security device has been added, the fraudsters have tried to find ways to get round them.

· The first debit and credit cards relied upon encrypted (encoded) data that was stored on magnetic tape on the back of the card.

· The growth on Internet sales meant that a further security device was needed, and this led to the introduction of a 3 digit check number on the back of the card.
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The back of a credit card showing the magnetic strip on which encrypted data is stored and 3 digit check number


· This did little to stop card fraud, and the latest security device is the addition of a computer chip that contains encoded information onto credit and debit cards.

· The ‘chip and pin’ system will prevent some computer fraud, but it is likely that fraudsters are already developing ways to overcome it.
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A computer chip that carries encrypted data for use with a ‘chip and pin’ security system
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A typical ‘chip and pin’ card reader


· The next likely development in debit and credit card protection is to include biometric data (e.g. fingerprint or iris print data) within the chip.

· As fingerprints and iris print data is unique to an individual, this might prevent most card fraud.

Software piracy

· One of the most lucrative examples of computer crime is software piracy.

· This is the illegal copying of computer programs, and it is very widespread.

· It is estimated that over 66% of the computer software used in Europe is illegal.

· Although it does not seem very wrong to ‘steal’ a computer program by copying it, the cost to the computer programmers who have spent time and money developing the software is high.
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· Software piracy is now being treated as a very serious crime, and the penalties can be severe.

· The organisation in the UK responsible for protecting software is FAST (Federation Against Software Theft).

· They help the police and local trading standards officers to enforce the law. 

Copyright, Designs and Patents Act (1989)

· This makes it a criminal offence to copy or steal software.

· This includes:

· Copying or distributing software or manuals without the permission of the copyright owner (usually the software developer).

· Using purchased software covered by copyright on more than one computer unless this is permitted by the software licence.

· Encouraging or allowing people to copy or distribute illegal copies of software.

· A person guilty of an offence under this act may be sent to prison for up to ten years and be fined!
Computer Misuse Act (1990)

· This act deals with:

· Deliberately infecting a computer system with a virus.

· Using an employer’s computer to carry out unauthorised work.

· Using a computer to commit software piracy.

· Using a computer to hack into another computer.

· Using a computer to commit a fraud.

Tasks:

1. What security devices have been added to debit and credit cards to try to combat fraud?

2. What unique security information about individuals is likely to be added to debit and credit cards in the near future?
3. What is software piracy?

4. What organisation helps the police and trading standards officers to combat software piracy?
5. What does the Copyright, Designs and Patents Act (1989) make it illegal to do?
6. What does the Computer Misuse Act (1990) make it illegal to do?
Extended Task:

Using the Internet visit the FAST website (http://www.fast.org.uk/) and find out the main types of computer software theft they are trying to combat.
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